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Abstract— Several threat models on biometric systems
have been proposed to facilitate the design,
implementation and validation of techniques to secure
these systems. Some models classify threats by type of
attacks, others by specific attacks and others by using
vulnerabilities and threat agent. Each model proposes
a vision and a different approach to identify these
threats. For example, to design security techniques for
wireless biometric card, one should identify all threats
facing this kind of device; an adequate model
identifying these threats would be very useful for
designers. In this paper, a comparative study and
synthesis is given.
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. INTRODUCTION

Biometrics use physiological and behavioral
characteristics to identify an individual. It has the
advantage of being unique for each person. It cannot be
forgotten, stolen, or shared with another person. .

Biometric systems which manages one or more
biometric modalities are wvulnerable. Usually, these
systems manage unique biometric information for each
person; therefore, if the information is compromised, it
cannot be replaced. Moreover, this type of system is
targeted by several attacks. For these reasons, several
techniques for securing biometric information have been
implemented. These techniques are designed to ensure
confidentiality, integrity and availability of biometric
system [1,7,10,13,15]. But before designing a security
technique, the problem of security should first be clearly
defined and identify the threats that system target. For this
reason, several threat models on biometric systems have
been proposed (Section I11).

In this paper, we present these models, highlight their
strengths and weaknesses, and make a comparative
synthesis.

This paper is organized as follows: in section 2, the
main attacks targeting biometric systems are introduced. In
section 3, we present the different biometric system threat
models that have been proposed in the literature. We
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conclude, in section 4, by a comparative synthesis on the
studied models.

Il.  MAJOR ATTACKS ON BIOMETRIC SYSTEMS

Most biometric systems threat models identify only
attacks on such systems. This is due to the fact that these
attacks are the type of threats most used to compromise the
biometric systems. Several attack types target biometric
systems. To avoid presenting attacks for each model, we
present in Table Il the most common ones with a brief
description.

However, threats on biometric systems do not consist
only on attacks; they can be vulnerabilities due to many
causes like a bad programming, a non-secure channel
communication, a bad system administration ... etc.

Other threats can come from dishonest persons: A
person, authorized to manage a biometric system, can
abuse the confidence placed in him to spoof biometrics
information of users.

The most cited attacks on biometric systems are
presented in the following:

e Brute-force attack: This attack generates a random
template that is gradually modified, pixel by pixel,
considering all possible cases of image thumbs until
the system is accessed. It is simple to perform this
attack, but it is easily detectable due to the large
number of attempts it makes. In addition, changing the
image pixel per pixel can take considerable time to
generate all possible cases, hundreds to hundreds of
billions of iterations (depending on the initial template)
can be performed before reaching the goal. This may
take a few seconds in the best case but few years in the
worst case. Choi et al use this attack against fuzzy
fingerprint vault. Another description of brute-force
attack can be found in [25]

e Invasion attack: A biometric system usually uses
specific characteristics for individuals recognition of,
such as minutiae, ridges or texture ... This attack
injects a template with maximum number of features
that the system uses to recognize one person. As a
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result, some characteristics will correspond to the
legitimate user. For example, if one can generate a
random fingerprint with a lot of minutiae; , there will
be a strong chance that a few of them correspond to an
authorized person. Several iterations are needed for
this attack to succeed as it must change the position of
minutiae several times before having some of them
correspond to those of an authorized person, more
details on this invasion attack can be found in [5].

Hill-Climbing attack: This attack injects a random
modality, preferably close to the one of an authorized
person. Then, it changes the modality, gradually,
according to the degree of similarity until it is
accepted by the system. This attack needs to access
threshhold of similarity in matching subsystem.
Gomez-Barrero et al. use this attack to test the uphill-
simplex algorithm for face biometric [24], more
details of this attack can also be found in [17].

Spoofing attack: This attack introduces a false
modality resembling the original one in the system,
pretending that it is a legitimate user to have access on
the system. Several strategies are used in this attack
like introducing a rubber finger in sensor (Figure 1), a
picture of an authorized person ....ect. This attack is the
most used against biometric systems. Venugopalan et
al. show how to Generate Spoofed Irises From an Iris
Code Template in [30], more description of spoofing
attack can be found in [9] [19][31][32][33].

Figure 1. Example of fake fingerprint made with gelatin [12].

o Attack by Injection or substitution of template: This

attack injects or modifies a biometric template in the
database, replacing the original one. Another strategy
consists of replacing an original template just before
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the comparison during the matching process in RAM
(Random Access Memory). In [25] Lafkih et al. test
this attack against their fuzzy vault system. More
description of this attack can be found in [19], [6],
[29].

Attack by manipulating the errors thresholds: Two
different pictures of the same biometric modality,
captured by the same sensor, rarely give the same
information with accuracy when generating the
biometric template within any biometric system. This
is why a threshold error is tolerated under which the
comparison is successful. This attack consists in
increasing this threshold to bypass access control. An
error threshold of 100% allows any person to access
the system. More information on this attack can be
found in [16] [4]

Residual attacks: If the biometric application does not
delete temporary data in RAM after a biometric
recognition, an attacker can retrieve the biometric
template and reuse it later on. It is an attack linked to
negligence in programming that can be very dangerous
because it is hard to detect. more description of
residual attack can be found in [16]

Masquerade attack: This attack presents a fake
modality or a template closely resembling the original
one to have an access to the system [17]. An example
of this attack consist on retrieving a biometric template
with residual attack, and introducing this template in a
transmission channel between sensor and a biometric
application to have access to the system (Figure 2);
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Figure 2. Example of masquerade attack [12].
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o Parallel sessions attack: It is also called dual
messages attack or piggyback attack. An attacker logs
at the same time as an authorized user with his
parameters, to pretend that there is only one open
session. Then the attacker listens to the transactions
and uses the time between two messages of the
authorized user, to send malicious messages with
similar parameters of legal messages. The biometric
system will have the impression that the authorized
person has sent a message. [17], [20] [13].

Replay attack: This attack consists in capturing data
in a legal authentication transaction. Then, later on,
recognition with the same information is initiated to
have access to the device. In [26] Hirano et al.
proposed an authentication schemes based on
cancelable biometric secured against replay attack and
its related attack, more description of replay attack
can be found in [19][27][28].
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Figure 3. Example of replay attack [22].
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Ill.  THREATS MODELS ON BIOMETRIC SYSTEMS

To identify attacks on biometric systems and facilitate
the development of security techniques, taxonomic models
of attacks on biometric systems have been proposed.
Among the most well-known, those of Ratha, Connel and
Boll [16], Bartlow and Cukic [2], Jain, Ross and Pankanti
[6] and Cris Robert [17].We present in the following, ,
their strengths and weaknesses:

A. Models of Ratha, Connel and Boll

Ratha, Connel and Boll were the first to suggest a

model for classifying biometric attacks in 2001(Figure 4).
Ratha et al based their classification on the location of the
biometric information. Eight wvulnerable points where
biometric information transits are identified. Each point
can be targeted by one or more types of attacks:
1- The sensor: It includes all capture devices and
softwares that manage them. It includes attacks such
as spoofing, when attacker introduces a fake modality
in the reader. Masquerade can be used by introducing
a false template in sensor software. One can crash the
sensor software by denial of service attacks. A bad
programming opens a gap to residual attacks...ect;

Communication  between sensor and signal
processing subsystem : The transmission channel
is ideal for attacks such as replay attack,
injection or parallel sessions;

Signal processing subsystem :  Hill-Climbing or
invasion can be easily used to attack this
subsystem is ideal for attacks such as;

Communication  between  Signal  processing
subsystem and correlation subsystem: the same type
of attacks as for point 2 can occurs (replay, injection,
parallel sessions, etc.);

5| SToreD
TEMPLATE

SENSOR

FEATURE
EXTRACTION

MATCHER YESNO

Figure 4. Model proposed by Ratha et al [16].
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5- Correlation  subsystem: attacks based on
correlations can occur ;

6- Storage subsystem : attacks on Template can be
performed such as injection, modification or outright
suppression of Template;

7- Communication between Storage subsystem and
Correlation subsystem: the same types of attacks
than those in points 2 and 4 can occur (replay,
injection, parallel sessions, etc.);

8- The decision subsystem : The decision to accept or
reject a biometric recognition is make in this
subsystem. Attack by manipulation of decision can
take place in this subsystem;

We note that the same types of attacks appear on
several points (2, 4 and 7). These points can be modeled as
a single subsystem, that we can name the transmission
subsystem. Moreover, this model is general and does not
give details on the specific attacks. The authors merely
represent attacks targeting specific parts of a system as
black boxes. (Dahiya et al. cite examples of attacks on the
points of this model [34]).

We can say that the model of Ratha et al is very
general. Moreover, we note that each specific point of a
biometric system can potentially be attacked.

BAD ADMIN
FAIL SECURE 1
POWER

BAD USER
UNDETECT
BYPASS

IT ENVIRONMENT CORRUPT

<>

<> ( CRYPT ATTACK )
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The Strengths of the model are summarized in what
follows:
- It decomposes the system into separate
vulnerable parts;

- It specifies for each vulnerable point, the
types of attacks that can occur ;

- It allows to validate parts of the system
separately in the step of implementation.

Weaknesses of the model are summarized in what follows:
- Several parts are characterized by the same
types of attacks;

- Does not give details on how the attack
operate on each part, Knowing that each
attack differ from one point to another;

- It s a very general model with a high level
of abstraction of the architecture of a
biometric system on one side, and attacks
other side.
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Figure 5. Model proposed by Bartlow et al [2].
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B. Model of Bartlow and Cukic

Bartlow and Cukic [2] have proposed a model inspired
from Wayman’s subsystems architecture [20]. This model
uses the same logic as Ratha’s vulnerable points, with a
more important level of details. It highlights the
vulnerabilities of the five subsystems of a biometric
system and the main modules that compose it. Bartlow and
Cukic modeled the administrative and environmental
features as subsystems to stay on Wayman’s architecture
logic while detailing each part (Figure 5). They enriched
their model with several attacks and vulnerabilities in the
subsystems and the main modules. Moreover, they
identified twenty two wvulnerabilities, where twenty
potential attacks can occur.

Bartlow and Cukic decomposed their model as follows:

1. Administrative observation/system management
module: these are all the administrative
procedures and biometric system management
where one can find the administrative attacks
carried out by internal staff ;

2. IT environment module: these are all applications
that interact directly or indirectly with the
biometric system. The most important ones are
the operating system and management system
database. This module is targeted by
environmental attacks, targeting vulnerabilities of
these technologies to access the biometric system;

3. The biometrics subsystems: each subsystem
consists of modules that perform specific
functionalities, and each can be targeted by some
types of attacks. A brief description of each
subsystem is presented in the following:

a. Data collection subsystem: where the acquisition
and presentation of data are carried out. Attacks
such as masquerade, replay, or spoofing can be
performed on this subsystem ;

b. Data transmission subsystem: where the
compression and transmission of biometric data
can occur. This subsystem is targeted by attacks
like replay, parallel sessions or masquerade ;

c. Signal processing subsystem: where functions
such as quality control, robust feature extraction
and template matching can be performed. These
are very important features for recognition;
therefore, several attacks target this subsystem
such as masquerade, Hill-Climbing, brute force
attacks, invasion, etc. The insertion of Trojans in
this subsystem is very common as well;

d. Data storage subsystem: it is the subsystem
that manages the biometrics backup. Attacks
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such as injection or substitution of data or
residual attack can be performed;

e. Decision subsystem: Where the decision to
validate or not recognition is applied. This
subsystem is affected by attacks such as
manipulation of errors thresholds, manipulation of
decision, substitution attacks, etc.

We note that these models classify attacks by types
without any details on the specific attacks on each
subsystem. For example, the replay attack, mentioned in
points 5, 6, 7, 9 and 10 in the model (Figure 2), targets
points whose processing logic is different. This model
does not give a clear idea for designing and implementing
secure techniques taking into account these attacks.

This model provides details on potential points where
attacks can be performed. However, it does not simplify
the task of designing security techniques, because one has
to take into account the specificities of each vulnerability
and those of each attack on a given point. Thus, this model
is well suited for testing and validating secure techniques.

Strengths of the model are summarized in what follows:

- The Model is based on Wayman's
architecture subsystem, with a high
level of details on components and
modules of biometrics systems;

- Significant number of vulnerabilities are
identified;

- ldentification of several attacks on each
subsystem or modules that compose it;

- ldentifies environmental and
administrative attacks ;

- Very useful for the validation of a
system or subsystem biometric.

Weaknesses of the model are summarized in what follows:
- Does not detail the specificities of each
attack on subsystems or modules. In this
model each of them have a different
operating logic, but are affected by the
attacks of same type;

- It may be difficult to design an effective
securing method a the model may
guided towards to a solution as a new
attacks may not be detected.
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Figure 6. Fishbone Model proposed by Jain et al [6].

C. Model of Jain, Ross and Pankanti «Fishbone >

Jain, Ross and Pankanti [6] have proposed a model,
called«Fishbone >>(Figure 6). It is based on the causes
that create the vulnerabilities of a biometric system, and
effects that may result (attacks on each one).

Jain et al distinguish five causes that generate
vulnerabilities in biometric systems:

1- Administration causes : a bad administrative process,
or a non-strict control may open the way for attacks
by rogue employees ;

2- Intrinsic causes: design errors or limited equipment
can generate false acceptance and open several
loopholes in the system;

3- Infrastructure causes: design errors or bad
equipments generate vulnerabilities susceptible to
provoke denial of service, which can compromise the
normal functioning of the system;

4- non-secure process causes : vulnerabilities related to
an unsecured process(enrolment/identification) open
gaps for possible attacks ;

5- Patent causes: an unsecured template can be exposed
to various attacks.

According to Jain et al, these causes generate two
effects: denial of service on infrastructure, and various
vector attacks on other causes (Administration, Intrinsic,
Process Unsecured, and Patent).

This model does not really show the types of attacks
(except for some examples) to which a biometric system is
exposed. But it shows that system or hardware poorly

designed, malicious managers or non secure backup
system can be sources of problems .

This model focuses on errors that has to be avoided
when designing a biometric system in general and
biometric security techniques in particular. It may be
useful for a global view when designing and validating the
security techniques.

Nevertheless, it remains very general and does not tell
enough about the threats, for which one has to find a
security technique. A well designed system (security
included) avoiding these causes should theoretically be
free of vulnerabilities. This is not the case now; hence
there is still a need to design security techniques.

Strengths of the model are summarized in what follows:
- ldentifies causes that generates
vulnerabilities in biometrics systems;

- Warns against adverse attack that may arise
from these causes;

- Allows avoiding the mistakes that may open
loopholes on biometrics systems;

- Useful for the validation of a biometric
system by checking whether any cause of
vulnerabilities exists.
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Weaknesses of the model are summarized in what follows: E. Model of Cris Robert
- Does not specify, in detail, the threats Cris Robert [17] proposed a model based on the origin
engendered by each cites causes; of the risks caused by threats aiming biometric systems:
- cannot be used to design security methods 1- Threat agent : which are threats from persons

because it does not give details about attacks;
a. An impostor: pretending to be an authorized person.
- Avoiding the causes cited does not mean The impostor launches attacks such as spoofing,
that the system will become a 100% safe masquerade, injection, etc. to achieve his goals;

against different types of attacks.
g yp b. An attacker : it is a person who throws adversary

attacks to have access to the system. These attacks
can be replay attack, Hill-Climbing attack, invasion

D. Model of Nagar, Nandakumar and Jain
attack, etc.;

Nagar, Nandakumar and Jain [14] have proposed
another scheme (Figure 7). It is based on the same
principle of cause and effect as the Fishbone model
(Figure 3). However only four causes are identified. One
can still find the the administrative and intrinsic causes;

c. An authorized person: that- intentionally or not,
commits fraud, opens breaches or compromises the
biometric system. Administrative attacks, forcing a

however non-secure processes and infrastructure causes, person to cooperate [3,17], or configuration errors are
found in the previous model, are combined into a single examples of this type of threat.
cause named non-secure infrastructure. There is a fourth
cause which includes vulnerabilities and weaknesses of 2- Threat vectors : these are all attacks conducted on
biometrics (not secret, possibility of creation of fake, specific points of a biometric system(section 2) ;
failure detection vivacity in the sensors ...).
Nagar et al have used the idea of cause and effect as Jain 3- System vulnerabilities: which include all the
& al. Therefore, the same remarks apply to their model. vulnerabilities of a biometric system (design,
We can say that this model is useful to get an overall idea implementation, integration, etc.) and those related to
when securing and validating a biometric system . But it its environment (OS, hardware, DBMS, etc.).
gives few details for designing a good securing of the
system.
gg:?ggg Overtness of Hi"';:'::l':;ing Non-secure
Collusion Biometric Trolan Horse Infrastructure
\ /
Biometric A\ Application/
User System - . Services
:
I
Sensor/Matcher 4 :
Limitations
Template Security
Individuality of Database | Administration
Biometric Trait

Intrinsic Administrative
Failure Enrollment Fraud Loopholes
Steal/Modify Templates
Function creep

Strengths and weaknesses of the model of NalgaFeet: Jodel of Nagar etal [14].
follows the same logic as that of Jain et al; therefore, both
models have same strengths and weaknesses
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Cris Robert based his model on three dimension: the
risk generated by persons who make threats, the attacks
that these persons use, and vulnerabilities that allow such
attacks to be performed.

Cris Robert divides threats into three different
dimensions. Each one requires a different security
approach. Security techniques are valid only on adversary
attacks. Threat agents and wvulnerabilities require other
approaches for protection, e.g.. good design, high
performance equipment, wuse policy... are many
parameters that one should not overlook.

This model describes all the threats to which a
biometric system is exposed. From a global point of view,
it is more complete than the model of Jain’s and Nagar’s.
It may be useful for the validation of security techniques
of biometric systems. However, it is not exploitable for the
design of security methods except for validation against
various attacks.

Strengths of the model are summarized in what follows:
- Proposes another type of threat compared to
other models, that is the threat agent;

- Describes the complete scenario of threats
on biometrics systems, which are attacks
that compromise the system, agent that runs
attacks, and wvulnerabilities that benefit to
these attacks.

Table 1.

Nabil et al.

Weaknesses of the model are summarized in what follows:
- Defines types of attacks without specifying
their scope and how they process;

- Does not allow designing effective security
methods, because it gives a classification of
types of threats.

IV. SUMMARY OF DIFFERENT MODELS

As we have seen, in the previous section, several
models have been proposed on threats against biometric
systems. These models are intended to draw attention to
these threats in order to avoid themes, facilitate the design
and implementation of security techniques, or help to
validate these techniques.

The models have been proposed with more or less
different visions, but none has provided a comprehensive
and fully satisfactory answer to the problems of design,

implementation and validation of security
techniques of biometrics.

We present in Table | a comparative overview of the
different models previously presented.

Each model is useful for the design and validation of
security techniques for biometric. Models of Jain et al and
Nagar et al define the causes that generate vulnerabilities
of biometric systems. Models of Ratha et al and that of
Bartlow & Cukic classify attacks according to the
vulnerability points.

SUMMARY OF DIFFERENT MODELS OF THREATS ON BIOMETRIC SYSTEMS.

Model of Ratha, connel and Boll [16]

Vulnerable parts

System components

Specific attacks

Model of Bartlow and Cukic [2]

Vulnerable points

Subsystem

Type of attack

Model FishBone of
Jain, Ross and Pankanti [6]

Causes and effects

Structure and procedure

Vulnerabilities

Model of Nagar, Nandakumar and Jain [14]

Causes and effects

Structure and procedure

Vulnerabilities

Model of Cris Robert [17]

Type of threat

Actors

Specific attacks
Vulnerabilities
Threat agent
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Cris Robert's model, on the other hand, focuses on
different types of threats components, subsystems,
structures and procedures, and the actors (who perform the
attacks) of a biometric system are all present - if one takes
into account all models. It is the same for the attacks (by
type or specific attacks), vulnerabilities and threats agent.
Thus, it appears that these models are complementary;
each offers a different vision, though incomplete, of
biometric systems security problems. However, if one
considers all models, we get a much more complete and
detailed vision of threats against biometric systems.

V. CONCLUSION

Biometric systems are subject to many threats, hence
the use of security techniques to ensure confidentiality,
integrity and system availability. However, the design and
validation of security techniques requires threats
identification. As a result, several threat models of
biometric systems have been proposed. Each offers a
different view, based for example on where the attacks are
carried out, their types or causes of these attacks.

No model has proposed a comprehensive view of
threats on biometric systems. But we noticed that these
models complete each other, and if one takes into account
all models, he gets a fairly comprehensive idea of these
threats, to help for the design, implementation and
validation of security techniques.
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