Special Session on “Soft Computing for Data Driven Security and Privacy Analytics”
There is an accelerating growth of data generation stemming from Social Media, Internet of Things, Enterprise and Internet in all scales and formats. Coupled with the emerging powerful, yet, complex, technologies such as Virtualization, Distributed Data Centers, Cloud Computing, Analytics Engines, In Memory Storage and Big Data, tackling with Privacy and security proves essential.
In response of these novel challenges, several data driven privacy and security models, techniques and algorithms have been proposed recently by the research community. Most of these models, techniques and algorithms adhere to Soft Computing paradigms. In fact, in the aforementioned context, due to the complexity of the underlying data models as well as the huge amounts of heterogeneous, often unstructured and “noised” data, the results obtained using the conventional deterministic analytics methods for security and privacy data analysis are generally unreliable.
Following this major trend, this special session provides an opportunity for researchers and practitioners who adopt Soft Computing paradigms to tackle with privacy, security, trustworthy data systems and related areas, to present their research findings, contributions and experiences to overcome the challenges in these areas. Privacy analytics remain very challenging task in data mining because, there is a large number of data sources and data platforms, with different privacy requirements.  The topics included in this session (but not limited to) are:
1. Architecture for Data Security and Privacy 
2. Cross-layer Design for Data Security and Privacy Analytics
3. Data Anonymization
4. Privacy-aware Data Integration
5. Privacy Preserving in Data Mining and Data Streams.
6. Real time Security Compliance and Monitoring.
7. Scalable and Composable Privacy.
8. Data Provenance.
9. Data-driven Security.
10. Security Pattern Recognition.
11. Intrusion Detection and Spam Filtering. 
12. Applications in Privacy Preserving and Security.
13. Data Mining for Physical Layer Security 
14. Data Mining for Biometric Security and Forensics 
15. Reliability and Availability in Data Mining
16. Trust, Privacy and Security in Data Mining.
17. Data Mining for Threat and Vulnerability Analysis 
18. Data Mining for Fraud Detection
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